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                 13 July 2011
MEMORANDUM FOR ALL
FROM:  Chief Information Officer/J6
SUBJECT: Degraded Communications Notification Procedures for the State Defense Complex, Topeka
1. Constant and reliable voice and data connectivity are vital to the mission of the Kansas Adjutant General’s Department.  The State Defense Complex in Topeka houses the primary operations centers for both the Kansas National Guard and the Kansas Division of Emergency Management (KDEM).  It is critical that key personnel be able to maintain connectivity with these operations centers and that they be informed when communications capabilities are degraded or not available.

2. For these reasons, the following procedures will be observed in regard to notification of degraded communications for the complex.  These procedures will require timely and thorough coordination between the military Joint Operations Center (JOC), KDEM and the DOIM/J6 and include the following capabilities:


Email


Network/Internet


Landline Voice


Mobile Device Voice and Email


Radio Communications
3. During duty hours.  During duty hours the DOIM/J6 Help Desk should be the initial focal point for communications degrades or outages.  Personnel noticing or suspecting an outage will contact the Help Desk with the information detailing the condition.  The Help Desk will then inform both the JOC and KDEM Operations of the situation and suspected duration if known.  The JOC and KDEM will then notify their key personnel in accordance with Attachments 1 and 2.

4. During Non-duty Hours.  During non-duty hours the JOC will be the focal point for communications degrades or outages.  Personnel noticing or suspecting an outage will contact the JOC with the information detailing the condition.  JOC personnel will contact DOIM/J6 Duty Personnel using the phone numbers on record IAW the below criteria.  (Note: neither of the below lists preclude notifications being made as mission needs dictate during actual events)


a. Immediate notification




(1) Any degraded communications with the Senior Staff (Directorate and higher)




(2) Exchange/Network outages in excess of 30 minutes




(3) State Defense Complex landline outages in excess of 30 minutes



b. Timely but not necessarily immediate notification (within 12 hours)



(1) Shared drives



(2) Mobile device voice and email




(3) Locked out accounts



(4) VPN and WebMail




(5) 800 MHz
5. Order of precedence for notification methods.  Communications outages inherently create difficulty in notifying personnel of their existence.  The below hierarchy illustrates the order in which each method should be used, moving down the list if the previous method is unavailable.

Landline Voice



Mobile Voice



Text via Mobile Device



Email



800Mhz Radio



Runner

6. Available mass notification systems may be configured to use all of the above simultaneously, however certain outages may preclude ANY of the electronic methods listed above from working, therefor, command and control personnel should be prepared to use runners if necessary.
7. Command and control entities should plan on conducting periodic checks to ensure the working communications methods continue to be available.  DOIM/J6, JOC and KDEM Operations personnel will work together to keep key personnel informed of incremental or total communications restoration.






//SIGNED//
CHRIS A. STRATMANN
Col, Kansas National Guard
Chief Information Officer/J6
Attachment 1
(Joint Operations Center Communications Outage Notification Precedence)

1. Director of Military Support (DOMS)

2. DOIM/J6 Duty Officer
3. KDEM Duty/Operations Officer (situational awareness only)

4. DOIM/J6

5. Chief of Staff

Attachment 2
(KDEM Operations Communications Outage Notification Precedence)

1. Deputy Director
2. Response and Recovery Branch Director
3. Communications Unit Lead

3. KDEM Staff Duty Officer

